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INTRODUCTION

With the fast development of current informa-
tion technology, electronic publishing, such as
the distribution of digitized images and videos,

is becoming more and more popular. Digital
multimedia content such as images and videos
can easily be sent through the Internet to the
cloud system. In particular, data access over
wireless networks from the media cloud has
recently found increased popularity due to the
fast growth of wireless multimedia applica-
t ions.  However,  multimedia security has
become an increasingly major concern for
cloud media data access control. It is impor-
tant to ensure secure and reliable multimedia
data transmissions between mobile users and
the media cloud.

Since the data can be transferred and stored
in a cloud system through wireless, it becomes
vulnerable to unauthorized disclosures, modifica-
tions, and replay attacks. A critical question
must be answered when the mobile clients
upload their multimedia to the cloud: can users
trust the media cloud?

As shown in Fig. 1, user A uploads his/her
image to the media cloud when he/she is at
home using the mobile phone. Later on, he/she
wants to access the same media (e.g., an image)
from the media cloud when he/she is at a bus
stop. The question is how to assure user A that
the media data has not been modified by others. 

It is reasonable that a cloud system can pro-
vide security access control. However, the cloud
itself may not be trusted since it is managed by
third parties such as cloud service providers. The
security can only be guaranteed by contracts
between users and cloud service providers. There
are some potential risks, such as security attacks
or misconduct of the cloud manager. Strictly
speaking, users should only trust themselves
rather than cloud security services. A further
question is, can users have other approaches to
protect their media data from the media cloud?
In this article, we propose to utilize secret shar-
ing and watermarking to address the challenges.
Our design is user-oriented, and allows users to
protect their data’s security and privacy. First,
we focus our studies on media authentication. It
is well known that some steaming level authenti-
cation methods such as media authentication

ABSTRACT

Mobile devices such as smartphones are widely
deployed in the world, and many people use them
to download/upload media such as video and pic-
tures to remote servers. On the other hand, a
mobile device has limited resources, and some
media processing tasks must be migrated to the
media cloud for further processing. However, a
significant question is, can mobile users trust the
media services provided by the media cloud ser-
vice providers? Many traditional security
approaches are proposed to secure the data
exchange between mobile users and the media
cloud. However, first, because multimedia such as
video is large-sized data, and mobile devices have
limited capability to process media data, it is
important to design a lightweight security method;
second, uploading and downloading multi-resolu-
tion images/videos make it difficult for the tradi-
tional security methods to ensure security for
users of the media cloud. Third, the error-prone
wireless environment can cause failure of security
protection such as authentication. To address the
above challenges, in this article, we propose to
use both secure sharing and watermarking
schemes to protect users’ data in the media cloud.
The secure sharing scheme allows users to upload
multiple data pieces to different clouds, making it
impossible to derive the whole information from
any one cloud. In addition, the proposed scalable
watermarking algorithm can be used for authenti-
cations between personal mobile users and the
media cloud. Furthermore, we introduce a new
solution to resist multimedia transmission errors
through a joint design of watermarking and Reed-
Solomon codes. Our studies show that the pro-
posed approach not only achieves good security
performance, but also can enhance media quality
and reduce transmission overhead.

SECURITY IN WIRELESS MULTIMEDIA
COMMUNICATIONS

Honggang Wang, University of Massachusetts

Shaoen Wu, Ball State University

Min Chen, Huazhong University of Science and Technology

Wei Wang, South Dakota State University

Security Protection between Users 
and the Mobile Media Cloud

WANG_LAYOUT_Layout  3/4/14  12:12 PM  Page 73



IEEE Communications Magazine • March 201474

code (MAC) or content level approaches such as
watermarking can be used to authenticate media
data over wireless networks.

However, MAC approaches generate high
overhead due to adding hash values to each
media packet. Content-level authentication
approaches such as watermarking consider the
characteristics of media data and thus can be
used to authenticate media with lower over-
heads. However, both traditional streaming-
based authentication and content level
approaches fail to deal with the authentication
of scaled multimedia over wireless networks.
As shown in Fig. 1, user A uploads a large
high-resolution image at home using WiFi to
the media cloud for storage. When the user
moves to a bus stop, he/she might want to
download the image at lower resolution due to
limited bandwidth and battery resource. In the
scenario, it is worth noting that the user needs
to guarantee the media integrity by them-
selves.  If  we use traditional watermarking
algorithms,  the watermark may not be
detectable due to the image’s compression and
scaling to a smaller size. Therefore, a key issue
is how to verify that the downloaded multime-
dia is not modified in the cloud. Traditional
packet level authentication approaches are not
feasible to deal with this problem. In this arti-
cle,  we propose a scalable authentication
approach using watermarking, which could be
scalable and adapted to the size of a scaled
image from the media cloud. Another research
challenge in the article is the reduction of
wireless transmission errors, which could cor-
rupt the embedded watermark and fail the
process of watermark detections.

Furthermore, we propose using a secret shar-
ing scheme to divide multimedia data into multi-
ple pieces and then uploading them to different
clouds. In this situation, even the data pieces in
one cloud are disclosed, but all of the informa-
tion cannot be disclosed due to the nature of
secret sharing. The secret image sharing scheme
is widely applied in visual cryptography. To
secure an image, a secret image sharing scheme
usually divides the image into n unreadable
images (shares) with smaller size than the secret
image. The secret image can be recovered by at

least a threshold number (r) of shares known as
the (r, n) secret sharing threshold.

On the other hand, scalable watermarking
has become increasingly important for the
online distribution of digital content. It allows
content to be scaled for a wide range of users
and devices under dynamic network bandwidth.
Scalable compression allows different display
resolutions and requires different bandwidth.
However, for low-end devices, the scaling pro-
cess may alter the embedded digital watermark.
In the proposed watermark-based scalable
authentication, users can embed scalable water-
marks into digital images and upload them to
the cloud. When the user wants to download
their multimedia data back to their own devices,
they just need to know partial content of the
scalable watermark image and make some com-
parison to make sure the images are not cor-
rupted or modified.

RELATED WORKS
In recent years, media cloud applications are
growing with widely deployment of smartphones.
A survey in media cloud is presented in [1] to
overview trends in cloud mobile media (CMM)
services, and opportunities and benefits for new
CMM services. It is reported that developing
scalable cloud media applications and cloud user
experience measurement techniques are essen-
tial for future CMM. In [2], the authors present
a novel concept of cloud-based mobile media
service delivery, which is designed based on the
localized media public cloud. The authors argue
that the service quality is related to the location
of the cloud. In [3], the authors focus on the
studies of mobile cloud computing for multime-
dia applications. In [4], the authors conclude
that mobile cloud computing can enable ubiqui-
tous cloud mobile media (CMM) applications.
One key issue for realizing the mobile media
cloud application is concerns about data security
and privacy. In the literature, the security issues
within the cloud have been well studied and
many solutions have been provided. However,
there are only a few studies on the methods of
securing the services between the mobile device
and the cloud.

Multimedia has its own characteristics, and
the traditional security methods for the mobile
cloud have limitations such as higher computa-
tional and communication overhead. On the
other hand, many researchers are aware of the
issues of copyright protection, image authentica-
tion, proof of ownership, and so on. There are
still several important research challenges for
applying watermarking in the cloud. First, the
embedded watermark should not degrade the
quality of the image and should be perceptually
invisible to users in order to maintain its protec-
tive secrecy. Second, the watermark must be
robust enough and not easily removable. Third,
the blind watermarking technique has to be
adopted since sometimes it is not easy to obtain
the original image or original watermark during
extraction.

Several watermarking techniques were pro-
posed in [5, 6] based on discrete cosine trans-
form (DCT). Kwon et al. [7] embedded the

Figure 1. Can user A trust the media cloud?
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watermark in the variable DCT blocks. The
DCT block size is determined according to the
characteristics of the region in the spatial
domain. Some watermarking methods were pro-
posed based on the DWT [8]. In these methods,
the watermark is embedded in the significant
coefficient, which is selected from the wavelet
coefficient. Huang and Yang [9] proposed a
watermarking algorithm based on the DWT.
The watermark is embedded into the wavelet
coefficients in the middle and low subbands of a
block of each image. A watermarking method
based on the qualified significant wavelet tree
(QSWT) was proposed in [10]. The issue of
security in the multimedia cloud has become an
major concern for data storage and access con-
trol over wireless networks. Reference [11] pre-
sents a strong user authentication framework
for cloud computing, where users’ legitimacy is
strongly verified. The proposed framework pro-
vides multiple functions such as identity man-
agement, mutual authentication, and session key
establishment between the users and the cloud
server. A detail review of authentication in the
clouds with its application to mobile users is
presented in [12]. The mutual authentication
between users and between user and end of
cloud storage system is critical in ensuring data
security. The research works related to security
frameworks for wireless networks [13, 14] also
contribute to the security between users and the
media cloud.

Some techniques such as image hiding to
increase the security of the image have also been
proposed. However, the common weakness of
these techniques is that the image data are all in a
single information carrier. The secret data cannot
be revealed completely if the information carrier
is lost or crippled. On the other hand, if we use
many copies to overcome the weakness, the dan-
ger of security exposure will increase. Secret shar-
ing schemes are based on the principle of sharing
secret information among a group of players.
Only when a coalition of willing players poll their
shares together can secrets be recovered. In the
proposed scheme, the secret image data may be
disclosed only if a considerable number of image
shares have been compromised.

The secret sharing approach proposed by
Blakely would significantly increase transmission
loads since each share has the same size for the
source image data, which is not practical for
mobile devices. Shamir et al. independently pro-
posed the concept of secret sharing called the (r,
n) threshold scheme. The succeeding studies
were mainly related to security for key manage-
ment. Because the number of bytes used in an
image is usually very large, the utilization of a
threshold scheme for multimedia would still
waste many resources. Naor and Shamir extend-
ed the secret sharing concept into image
research. The approach is not applicable for
image transmissions and recovery for resource-
limited mobile devices since the transmission
load is significantly increased. An improved
image secret sharing approach was presented by
Thien and Lin . It significantly reduces the size
of the image shares to 1/r of the original secret
image (r is a bounded number of shares for
information to be disclosed), and the secret
images can be reconstructed conveniently. How-
ever, it requires that the image be permutated by
a key before the image shares can be computed,
which causes severe drawbacks and challenges to
an image compression algorithm. In this article,
we propose DCT-based secret sharing for pro-
tecting users’ data to the media cloud.

SCALABLE WATERMARKING FOR THE
MEDIA CLOUD

THE DWT-BASED WATERMARKING TECHNIQUE
Discrete wavelets transform (DWT)-based water-
marking is within the category of frequency
domain watermarking techniques. The process
of transforming the image into its transform
domain varies; hence, the resulting coefficients
are different. Generally, the watermarked data
are embedded in a transformed image. In other
words, the watermark is inserted into trans-
formed coefficients of the input image. Finally,
inverse transform is performed on the water-
marked image. The watermark detection process
is the inverse procedure of the watermark inser-
tion process.

Figure 2. The proposed watermark embedding algorithm.
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A blind watermarking algorithm based on a
qualified significant wavelet tree (QSWT) is pro-
posed by Lin et al. In this method, the image is
transformed into wavelet coefficients using
three-level DWT, and the LH3 subband is con-
sidered to embed the watermark as it is more
significant than the HL3, HH3, and LL3 sub-
bands. This technique is mainly based on the sig-
nificant difference of wavelet coefficient
quantization in which every seven non-overlap-
ping wavelet coefficients of the host image are
grouped into a block.

THE BLIND WATERMARKING TECHNIQUE
Our proposed watermark embedding algorithm
based on QSWT is described in Fig. 3. After a
three-level DWT is applied in the input image
frame n, wavelet subbands LH2 and LH3 are
generated. The next step is to convert LH2 and
LH3 to a set of smaller subblocks. T1 and T2 are
acquired by calculating the mean of these sub-
blocks in LH3 and LH2, respectively. For each
coefficient at location LH3(i, j, m) in subblock
m, if it is greater than the threshold T1(m) + D1,
the system will check if at least three of its child
coefficients (LH1(2i – 1, 2j – 1, m), LH1(2i – 1,
2j, m), LH2(2i – 1, 2j – 1, m), and LH2(2i, 2j, m)

are greater than the threshold (T2 (m) + D2). If
they are, LH3(i, j) will be set as one of the
QSWTs (m). The coefficient values of the parent
and all its children are summed. Then QSWT
(m) will be sorted in decreasing order, and these
trees are output. All coefficients that do not
meet these two adaptive thresholds are discard-
ed. The original image is transformed using
three-level DWT. From the 10 bands obtained,
LH3 is used to embed the watermark. The water-
mark is embedded in the calculated QWST tree
as described in [7].

JOINT DESIGN OF
WATERMARK AUTHENTICATION AND

ERROR CORRECTION CODES FOR MEDIA CLOUD

The number of parity/redundant symbols that
must be added to the message is determined by
the amount of required capability of error cor-
rections. The parity symbols must contain
enough information to detect the values of the
erroneous information symbols. While there are
several forward error correction (FEC) tech-
niques available, Reed-Solomon (RS) codes pro-
vide powerful correction with high channel
efficiency. With the advent of very large-scale

Figure 3. The proposed watermark embedding algorithm.

LH2 block

T1

LH3 block

Mean

Transformed
watermark logo

Embed
watermark

LH3(l,j,m)Mean=T2

Mean

Discard

Discard

No

Yes
(LH2(2i-1, 2j-1, m), LH2(2i-1, 2j,m),

LH2(2i, 2j-1, m), LH2(2i, 2j, m))

(i, j, m) = LH3(i, j, m) +
LH3(i, j, m)*0.02*sub-logo
(w, m)

Frame
difference>T

>T1+∆1

T1+∆1

Image
frames

Apply three levels of DWT on frame n,
and get LH2 and LH3 wavelet sub-bands

Discard

QSWT trees

No

>T2+∆2

The number of 

parity/redundant

symbols that must

be added to the

message is 

determined by the

amount of required

capability of error

corrections. The 

parity symbols must

contain enough

information to detect

the values of the

erroneous 

information symbols.

WANG_LAYOUT_Layout  3/4/14  12:12 PM  Page 76



IEEE Communications Magazine • March 2014 77

integration (VLSI) techniques, RS codes can be
useful in both high and low data rate systems at
low cost. The efficiency of RS codes is almost as
the same as that of Hamming codes, except that
RS codes deal with multibit symbols rather than
individual bits. The main idea behind this work
is to detect and extract the watermark data in
which the watermarked data is subjected to
noise caused by transmission. These noises might
result in failure to detect watermarked data from
the media cloud. The joint design mechanism
could also extract more watermarking bits (high-
er robustness) than the general extraction algo-
rithm. In the design, RS code plays an important
role, extracting the watermarked bits, due to its
ability to correct errors. For the joint design of
RS and watermarking, two approaches have
been considered. In the first method, the full
watermarked image is given as input to an RS
encoder. In the second method, only the LH3
band is given as input to the RS encoder. After
the process of detecting and correcting errors,
we replace the LH3 obtained from the RS code
in the original image, and apply inverse DWT to
reconstruct the image. In this scheme, packets
are discarded if they cannot be corrected due to
the bit errors caused by the noise. There is a
trade-off between the quality and RS code pro-
tection in general. For example, having more RS
protection will improve the quality with
increased redundancy. 

SECRET SHARING FOR MEDIA CLOUD
We use a low-complexity DCT-JPEG-based
compression algorithm for mobile media cloud
so that the transmission load can be effectively
reduced. In the JPEG standard, each tile (i.e.,
every 8 × 8 pixel block) is converted to frequen-
cy space using a two-dimensional forward dis-
crete cosine transform. Our secret sharing
method is inspired by the (r, n) threshold scheme
proposed by Shamir et al. Specifically, we divide
secret data D into n shadows (D1, …, Dn), and
the goal is that secret data D cannot be revealed
without any r shadows. To split D into n shad-
ows, a prime number p and an r – 1˚ polynomial
function are selected,

f(x) = (a0 + a1x … + ar–1xr–1)mod P, (1)

where a0 ,a1, …, ar–1 are secret bits, and P is a
larger prime number greater than any data val-
ues and can be made public. The shadows of the
original secret data are

(D1 = f(1), …, Di = f(i), …, Dn = f(n)).

In a secret image sharing scenario based on
Shamir’s (r, n) threshold scheme, a0 is taken as
the gray value of the first pixel, and then the
corresponding output f(1) – f(n) is obtained.
After that, a0 is replaced by the gray value of the
second pixel, and the process repeats until all
pixels of the secret image are processed. Howev-
er, in our proposed scheme, the size of each
shadow image is 1/r of the secret image. The
essential idea is to use a polynomial function of
order (r – 1) to construct n image shares from a
DCT-based transformation matrix with l × l pix-

els of the secret image being transformed;
S_dct(i, j) denotes the coefficient value at the (i,
j) position after the original secret image is
transformed by DCT function. fx_dct(i, j) denotes
the coefficient value of shadow image shares.
This method reduces the size of image shares to
become 1/r of the size of the secret image. Note
that any r image shares can be used to recon-
struct every pixel value in the secret image. As
shown in Fig. 4, the image is separated into mul-
tiple shares, which are uploaded to different
media clouds. Thus, any one of the clouds can-
not disclose the whole information. The user
only downloads a certain number of shares from
multiple clouds and can recover all of the infor-
mation.

As shown in Table 1, we evaluated our
approach on different types of images. We
define the noise density at different levels,
which indicates the percentage of noise that has
been added into the images. We tested our
watermarking solutions and compare the peak
signal-to-noise ratio (PSNR) of the extracted
watermark and its normalized correlation. Our
studies show that with the increased noise level,
the PSNR of the extracted watermark is gradu-
ally decreased. However, with RS code, the
extracted watermark quality and correlation are
tolerable. Figure 5 represents the normalized
correlation (NC) values of the watermark. In
our studies, the NC values are obtained when
LH3 is an input to RS code. From our studies,
it can be concluded that the computation time
when LH3 band as input to RS code is less
compared to the computation time when the
full image is given as input to RS code. By
using LH3 band in the extraction process, the
scheme reduces computation time and also
decreases transmission overheads. We compare
the approaches with and without RS. The
results indicate that with RS code, the extracted
watermark has better correlation with the origi-
nal watermark. We conclude that the joint

Figure 4. Secret sharing for the cloud.
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design of watermark and RS code can achieve
better authentication performance. Due to page
limits, we only show some of the studies on our
tests of both watermarking and secret sharing
schemes.

CONCLUSION
Security protection between users and the mobile
media cloud is critical for future multimedia
applications. In this article, we present a joint
design of watermarking technique based on the
significant difference of wavelet quantization
with the Reed-Solomon error correcting code.
The watermarking technique authenticates mul-
timedia data from the media cloud, and the
Reed-Solomon code guarantees that data trans-
mission is reliable for multimedia data between
mobile users and the media cloud. In addition,
we propose the use of secret sharing schemes to
maintain users’ data security and privacy. Our
studies show that the proposed approach can
effectively improve the security performance
level between users and the media cloud. Our

research opens a new vista in user-oriented secu-
rity research for the media cloud.
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